View in a browser

CyberAware

Awareness Through Information Sharing
Incidents/Articles of Note:

e Five Cyber Threats To Watch in 2021
e The State Of Fraud In The United States And Canada Amid COVID-19 Pandemic

e Top 10 Most Exploited Vulnerabilities From 2020

e Fraudsters Ramped Up Account Takeover Attacks in 2020

e How Not To Overshare When Crafting Social Media Posts, Out Of Office
Messages

e Another Ransomware Now Uses DDoS Attacks to Force Victims to Pay

e Trickbot is Back Again — With Fresh Phishing and Malware Attacks

e Spies Target Gamers with Malware Inserted Into Software Updates

e Google Releases Security Updates for Chrome

e Developing A Risk-Based Cybersecurity Approach

e Sprite Spider Emerging As One Of The Most Destructive Ransomware Threat
Actors

e South Carolina County Still Reeling From January Cyber-Attack

e Vermont Labor Department Facing Personal Information Data Breach

e Over Three Million US Drivers Exposed in Data Breach
e 5 Reasons Why Active Directory Is The CISO’s Achilles Heel

e Security Teams Navigate Remote Work Challenges

e 4 Million Attempted Attacks Targeting Healthcare Alone In 2020
e New Matryosh Botnet Targeting Android Devices
e Ransomware Gangs Made At Least $350 Million In 2020

e Mortgage Loan Servicing Company Discloses Ransomware Attack To Multiple
States

e |ndustrial Control System Vulnerabilities Up 25 Percent In 2020
e Three More Vulnerabilities Found In SolarWinds Products

e Remote Desktop Protocol Attacks Surge By 768%
e Tens Of Thousands Of Patient Files Leaked In US Hospital Attacks

e South Carolina Plans Cyber-Ecosystem
e Financial Regulator Hit By 240,000 Malicious Emails
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The Big 8: How To NCIJTF Releases It Is Time To

Heighten Ransomware Rethink Cyber
Cybersecurity Factsheet Security
Governance The National Cyber Training...Again

Investigative Joint Task
Force (NCIJTF) has
released a joint-sealed

The daunting threats and Cybersecurity training

attack techniques from today is much different
than it was 10 years ago.

Stay up to date!

2020 are expected to

continue into this year. ransomware factsheet to

Here are the Top 8. address current

ransomware threats

REPORT: 2020 Three Secrets To NSA
Phishing By Stopping Cybersecurity
Industry Ransomware Cold Advisory

Benchmarking

Find out how you are
doing compared to your
peers of similar size. Do
you know how your
organization compares to
your peers of similar size?

PERFORMANCE wwms: &

Protecting your company
from ransomware can feel
like a full-time job

In response to ongoing
cybersecurity events, the
National Security Agency
(NSA) released a
Cybersecurity Advisory
Thursday “Detecting
Abuse of Authentication
Mechanisms.”
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Cyber Threats and Defense in
a Maritime & Intermodal World
National Symposium

March 17 @ 9:00 am — 2:00 pm
PST

InfraGard Los Angeles and InfraGard San

Cryptocurrency Typologies
and Trends

February 17 @ 1:00 pm - 2:00
pm EST

Join cryptocurrency forensic experts
Chainalysis and New York Metro Infragard

in this session, where we will: Identify the
Diego, along with the National Sector v

Security & Resiliency Program (NSSRP)
Transportation Sector have collaborated

services that transact with
cryptocurrencies today, including criminal

. . . enterprises, mining pools, exchanges,
with private industry and government to
: cryptocurrency ATMs, darknet
pull together a two-day national

marketplaces, and more

symposium addressing several cyber

issues.

This is an open-source product. Redistribution is

encouraged.

View Virginia Fusion Observe Suspicious

Center Homepage @ Activity?
Click Here Report Online

Not a VFC Shield Member?

Join Today!

Awareness through information sharing

This bulletin is the result of collaboration and cooperation from a variety of
SHIELD programs and public safety orientated officials. Special thanks to the

following partners.

NEED HELP WITH THIS
EMAIL?

USEFUL LINKS

* VFC Fusion Site
» Shield Homepage
* All Products

* Report SAR

» Email Coordinator

View in a browser

Download as a PDF

VFC Shield

"Awareness
Through Information Sharing"

You have received this email because has subscribed to the "CyberAware"
mailing list. Should you wish to unsubscribe please click the link below.
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https://fusion.vsp.virginia.gov/vfcshield/cyberaware-jan-2021-2/
https://fusion.vsp.virginia.gov/shield
https://www.securitymagazine.com/articles/94343-five-cyber-threats-to-watch-in-2021
https://www.securitymagazine.com/articles/94533-the-state-of-fraud-in-the-united-states-and-canada-amid-covid-19-pandemic
https://www.helpnetsecurity.com/2021/02/03/2020-top-exploited-vulnerabilities/
https://www.infosecurity-magazine.com/news/fraudsters-ramp-up-account/
https://www.bleepingcomputer.com/news/security/another-ransomware-now-uses-ddos-attacks-to-force-victims-to-pay/?&web_view=true
https://www.zdnet.com/article/trickbot-is-back-again-with-fresh-phishing-and-malware-attacks/
https://www.cyberscoop.com/noxplayer-hack-malware-eset-espionage/
https://us-cert.cisa.gov/ncas/current-activity/2021/02/05/google-releases-security-updates-chrome#:~:text=Google%20has%20released%20Chrome%20Version,control%20of%20an%20affected%20system.
https://www.securitymagazine.com/articles/94528-developing-a-risk-based-cybersecurity-approach
https://www.infosecurity-magazine.com/news/georgetown-county-cyber-attack/
https://www.benningtonbanner.com/local-news/vermont-labor-dept-facing-personal-info-data-breach/article_758174da-65a8-11eb-bca7-2b940a6a42a0.html
https://www.infosecurity-magazine.com/news/over-three-million-us-drivers/
https://www.securitymagazine.com/articles/94513-reasons-why-active-directory-is-the-cisos-achilles-heel
https://www.securitymagazine.com/articles/94508-security-teams-navigate-remote-work-challenges
https://www.securitymagazine.com/articles/94519-4-million-attempted-attacks-targeting-healthcare-alone-in-2020
https://www.securitymagazine.com/articles/94525-new-matryosh-botnet-targeting-android-devices
https://www.scmagazine.com/briefs/ransomware-gangs-made-at-least-350-million-in-2020/
https://www.scmagazine.com/home/security-news/vulnerabilities/ics-vulnerabilities-up-25-percent-in-2020/
https://www.infosecurity-magazine.com/news/three-more-vulnerabilities/
https://www.infosecurity-magazine.com/news/remote-desktop-protocol-attacks/
https://www.infosecurity-magazine.com/news/tens-thousands-files-leaked-us/
https://www.infosecurity-magazine.com/news/south-carolina-plans-cyber/
https://www.infosecurity-magazine.com/news/fca-240000-malicious-emails-q4-2020/
https://www.securitymagazine.com/articles/94516-the-big-8-how-to-heighten-cybersecurity-governance?oly_enc_id=1516C1508589A3U
https://www.securitymagazine.com/articles/94516-the-big-8-how-to-heighten-cybersecurity-governance?oly_enc_id=1516C1508589A3U
https://www.cisa.gov/sites/default/files/2021-01/NCIJTF%20Ransomware_Fact_Sheet.pdf
https://www.cisa.gov/sites/default/files/2021-01/NCIJTF%20Ransomware_Fact_Sheet.pdf
https://www.securitymagazine.com/articles/94517-its-time-to-rethink-cybersecurity-training-again?oly_enc_id=1516C1508589A3U
https://www.securitymagazine.com/articles/94517-its-time-to-rethink-cybersecurity-training-again?oly_enc_id=1516C1508589A3U
https://www.scmagazine.com/resource-library/whitepaper/report-2020-phishing-by-industry-benchmarking/
https://www.scmagazine.com/resource-library/whitepaper/report-2020-phishing-by-industry-benchmarking/
https://www.scmagazine.com/resource-library/whitepaper/three-secrets-to-stopping-ransomware-cold-2/
https://www.scmagazine.com/resource-library/whitepaper/three-secrets-to-stopping-ransomware-cold-2/
https://www.nsa.gov/News-Features/Feature-Stories/Article-View/Article/2451159/nsa-cybersecurity-advisory-malicious-actors-abuse-authentication-mechanisms-to/
https://www.nsa.gov/News-Features/Feature-Stories/Article-View/Article/2451159/nsa-cybersecurity-advisory-malicious-actors-abuse-authentication-mechanisms-to/
https://www.infragardnational.org/event/ima-webinar-broadcast-cyber-threats-and-defense-in-a-maritime-intermodal-world-national-symposium-virtual-day-1/
https://www.infragardnational.org/event/ima-webinar-broadcast-cyber-threats-and-defense-in-a-maritime-intermodal-world-national-symposium-virtual-day-1/
https://www.infragardnational.org/event/ima-webinar-broadcast-infragard-series-cryptocurrency-typologies-and-trends/
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